
Summary This application note outlines three Galois multiplier solutions of increasing bit-length and 
complexity, stepping through generation and verification processes. 

Introduction Galois Field Theory (GFT) deals with numbers that are binary in nature, have the properties of 
a mathematical “field,” and are finite in scope. Although some Galois computations don’t exist 
in ordinary mathematics, many Galois operations match those of regular math.  Addition (Ex-
Or) and multiplication are common Galois operations, and logarithms, particularly, are handy 
for checking multiplication results. For over 40 years, Galois Field multipliers have been used 
both for coding theory and for cryptography. Both areas are complex, with similar needs, and 
both deal with fixed symbolic alphabets that neatly fit the extended Galois Field model.  
This application note will focus primarily on cryptographic applications of GFT, and will present 
some practical design solutions that have been synthesized and simulated for ready use. While 
the basic multiplier structure used by the solutions clearly has its roots in the designs of 
Berlekamp and Massey from the 1960s, the specific structure used here comes from a more 
recent paper by Johann Großschädl at IAIK (Graz University of Technology, Austria). 
The use of CPLDs in this area is new, but their utilization is intriguing for their security 
capabilities as well as for their performance and power characteristics. Typically, designers 
have relied on FPGAs or ASICs for these kinds of applications, but CPLD products can easily 
perform the necessary functions. In addition, the nonvolatility of CPLDs is useful for polynomial 
and key storage within devices, and CoolRunner™-II CPLDs, particularly, provide multiple 
security features (see Xilinx WP170).
This application note does not delve deeply into GFT, although its appendices point out some 
enlightening tutorial material for interested readers.  Its goal instead is to deliver a series of 
multiplier solutions and verify their correctness and usabilty.  The specific results and tools 
presented will then be applicable to other multiplier versions of varying lengths.  To this end, we 
first present a 4-bit multiplier and its verification.  We then expand it into an 8-bit multiplier, 
doing the same, and finally into a 163-bit multiplier.  The larger multiplier can eventually be 
used as part of a solution for Elliptic Curve Cryptography using one of the NIST-recommended 
curves and the NIST chosen irreducible polynomial.  A complete verification of this larger 
multiplication is an ordeal, but a few examples will be presented to assure readers of its validity.

4-Bit Multiplier Figure 1 shows a basic multiplier structure.  The operands are as shown, with the multiplier 
residing in a 4-bit shift register, the multiplicand in a 4-bit register, the result in the middle (R(3) 
– R(0)), and an “irreducible polynomial” at the bottom.  Note that we do not show how data 
arrives into any of the flip flops.  Some designers might wish to load the multiplier serially, the 
multiplicand serially, and have the irreducible polynomial arrive as part of the “power on” 
initialization process.  As the operation occurs, there will be a common clock shifting the 
multiplier and the result registers.  The irreducible polynomial and the multiplicand remain 
static.  
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CoolRunner-II CPLD Galois Field GF(2m) MultiplierR
Operands will cover all combinations of four binary bits, and unlike standard multiplication, the 
result will always be four bits.  In fact, the multiplier will guarantee the result is only four bits.  
Each successive multiplier will have larger operand and result bit-lengths.
The structure as shown is able to multiply when the operands are all loaded and the 
MPY/~ADD signal is logical 1.  If the MPY/~ADD signal is 0, the unit can add the current result 
register to the multiplicand.  That functionality won’t be used here, but is included for flexibility.  
The operation of the 4-bit multiplier brings in the MSB of the multiplier, and if it’s a 1, adds the 
multiplicand to the current result register, which must initialize to 0.  Note that “adding” is simply 
the bit level EX-OR operation.  As multiplier bits shift, the result accumulates in “R”.  If R(3) is 
a 1, that means the current partial result is overflowing the 4-bit register and we must subtract 
a copy of the irreducible polynomial.  Note that “subtraction” is also the EX-OR operation.  This 
accomplishes the overall “modulo an irreducible polynomial” correction process.  The following 
algorithm (Figure 2) summarizes the behavior.

Figure 1:  The 4-Bit Multiplier
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Let’s look at a few examples:
First of all, it’s important to recall that all numbers in a Galois Field will be 1s and 0s and for 
GF(2m), there will be 2m distinct symbols.  For m=4, there will be 16 distinct symbols.  When we 
multiply, we will use what is called polynomial form, so the arithmetic will be similar to standard 
arithmetic multiplication, except that if the results overflow the four bit limit, we must adjust the 
result by subtracting the modulus.  So, GF multiplication is like “clock” arithmetic.  The 
irreducible polynomial we will use is x4 + x + 1, which will be represented by 10011 in binary.

Example 1:  3*1 = 0011*0001 = 0011  (multiplying times 1 preserves one operand)
Initial Res. =   0000 +  0(0011) =  0000 + 0000 = 0000
Partial Res. = 0000 +   0(0011) =  0000 + 0000 = 0000
Partial Res. = 0000 +   0(0011) =  0000 + 0000 = 0000
Final Res.   = 0000 +   1(0011) =  0000 + 0011 = 0011
It’s true that this is a trivial result, but note that the value of the multiplier (in bold) is 
incrementally placed in front of the parenthetic multiplicand, so successive bits of the multiplier 
can be read down that position from row to row.  They arrive most-significant-bit first.  Also, it is 
comforting that multiplying a number times one preserves the number.  Multiplying by zero will 
produce a zero, as well.  Due to the large number of partial results that have 0000 in them, we 
don’t see the effect of intermediate shifting.  This will show up in the next example.

Example 2  :  3*7 = 9  or, with binary symbols: 0011 * 0111 = 1001
Initial Result  = 0000 + 0(0011) = 0000 + 0000 = 0000
Partial Res.    = 0000 + 1(0011) = 0000 + 0011 = 0011
Partial Res.    = 0011 + 1(0011) = 0110 + 0011 = 0101
Final Res.      = 0101 + 1(0011) = 1010 + 0011 = 1001 = 9

Figure 2:  Algorithm for GF (2m) Multiplication (Shift and Add Technique)
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CoolRunner-II CPLD Galois Field GF(2m) MultiplierR
Seems a little strange. In this case, we can see the evident shifting of the contents of the result 
register.  The third line initially loads 0011 into the result register, but the bold 0110 indicates it 
gets shifted left.  This happens again with the 0101 getting shifted left to become 1010 in the 
last line.  We didn’t have to do any polynomial reduction in this example, however, so let’s look 
at one where we must.

Example 3:  15 * 15 =  10 or, with binary symbols: 1111 * 1111 = 1010
Initial Result =  0000 + 1(1111) = 0000 + 1111 = 1111
Partial Res.   =  1111 + 1(1111) =  11110 + 01111 = 10001
(most significant bit = 1, adjust by subtracting the polynomial
 hence, 10001 – 10011 = (10001) EX-OR (10011) = 0010)
Partial Res. =    0010 + 1(1111) = 0100 + 1111 = 1011
Almost Final Res. = 1011 + 1(1111) = 10110 + 01111 = 11001
(most significant bit =1, adjust by subtracting the polynomial 
hence, 11001 – 10011 = (11001) EX-OR (10011) = 01010)
Final Res. = 1010
In this case, we altered the notation a little.  The first partial result was 1111, which got shifted 
left (zero fill), then was EX-ORed with 1111, which needed an extra zero tacked onto its left side 
to match the bits.  This gave the value 10001, which exceeded the 4-bit register limit, and 
required subtracting the “irreducible polynomial” 10011.  Again, the subtract is an EX-OR, that 
zeroed out the most significant bit and gave a nice “0010” as the adjusted partial result.  We 
threw away the most significant zero.  The third partial result put us into the same situation, with 
a value of 1011, which gets shifted left in the Almost Final Result line, and needed the 1111 
expanded to 01111, for bit alignment.  The Almost Final Result was again 5 bits, being 11001.  
That required another round of subtracting the irreducible polynomial (EX-OR with 10011), 
giving 01010, or 1010 when expressed as 4 bits.  Note that the diagram in Figure 1 never has 
5 bits in it.  It manages the correction subtraction by noting that the 4 bit result with a 1 in the 
leftmost bit, and the fact that the multiplication mode is set, simply EX-ORs the irreducible 
polynomial with the current result register.  Also note that the polynomial here need not ever 
represent the leftmost bit of the polynomial.
We have looked at three small 4-bit examples.  The results tend to be strange.  How do we 
know they are right?  Several ways exist.  First, you can get hold of multiplication tables from 
textbooks on coding theory and cryptography.  Second, you can go to websites mentioned in 
the references below, where you will find Galois logarithm/exponential tables.  Third, you can 
learn how to multiply in a Galois field, by hand.  
We offer up another method with the tables for 4-bit and 8-bit logarithm results in the appendix.  
The rules for using these are even a little different.  When adding results, use standard addition.  
If the sum exceeds the bit range of the operands (4 bits for GF(16) or 8 bits for GF(256)), you 
must subtract either 1111 or 11111111 from the result.  This is standard subtraction, not EX-
Oring.  This will guarantee that the result remains within the extended field.  Should you wish to 
learn how to multiply in a Galois Field, there is a nice introduction to it in the AES Specification 
introduction.  
There is, however, one final way to check our answers.  Build them up and simulate. 
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Figure 3:  Multiplying 3 Times 1 (Result=3 at the Cursor on the Far Right)

Figure 4:  Multiplying 3 Times 7(Result=9 at the Cursor on the Far Right)
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CoolRunner-II CPLD Galois Field GF(2m) MultiplierR
Figure 3, Figure 4, and Figure 5 show the simulation of the previous three examples.  
In all three figures, the operands are being loaded serially during the initialization period, then 
a first partial result occurs.  After four clocks, the result appears under the cursor at the far right.  
Results are shown summarized in hexadecimal.

8-Bit Multiplier The same basic algorithm applies for all the multipliers described here.  To modify the design 
for GF(28 ) we need only expand the registers to eight bits and create gates and muxes in like 
manner to fill the middle bits of the multiplier (i.e., 4 copies).  Note that the left hand and right 
hand bits are the differing entries, so having identical right and left hand cells to what is shown 
in Figure 1 would be appropriate.   The reduction polynomial used was:  
x8 + x4 + x3 + x + 1
To prove it works:

Example:  57 * 83 = C1 = 01010111 * 10000011 = 11000001
(see AES specification, ref. 9, page 11)
Rather than walk through this example as we did the previous ones, let’s display the simulation 
of the process, as above.

Figure 5:  Multiplying F Times F (Answer=A (hex)=1010 (binary) at the Cursor
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CoolRunner-II CPLD Galois Field GF(2m) Multiplier R
Further testing and additional examples are found in the AES specification, where the 
multiplication is performed manually.  As an aid to more testing, a set of tables for logarithms 
and exponents in GF(24) and GF(28) are found in the appendix. When adding together to get 
the product, if the result overflows the field width (4 or 8 bits), just subtract 1111 for 4 bits, and 
11111111 for eight bits.

163-Bit 
Multiplier

Finding examples of 163-bit multiplication operands is tough.  However, by writing a program to 
do this task in C, we have a method of verifying the results, at least from two different 
methodologies—hardware and software.  The GF(2163) design is created consistent with the 4- 
bit and 8-bit solutions, and the VHDL to do all the designs is included at the link in the appendix.  
The approach taken here is to load the operands serially, then step through the multiplications.  
The result is available as a serial output, also. 
There are a lot of variations that can be used.  One operand can load in parallel, and one 
serially, etc. Pin limitations on packages preclude doing all the loads and deliveries in parallel, 
but Xilinx CoolRunner-II CPLDs can operate at speeds as high as 300-400 MHz depending on 
the cell arrangement.  Typically, 3 macrocells per bit are used for the multiplier, multiplicand and 
the product.  The reduction polynomial does not need to be stored in a register, which can result 
in dramatic area-saving.  It is possible to store the binary value of the polynomial in the product 
term array of the function block PLA.  For NIST polynomials, this results in very long strings of 
zeroes, which reduce the cell architecture dramatically.  Typically three or five of the polynomial 
cell sites will be logical 1, which is negligible to build from the product terms.  The NIST 
reduction polynomial used was:  x163 + x7 + x 6 + x3 + 1.
If the result takes 163 bits for storage and logic, and the multiplicand takes 163 bits for storage 
and shifting, and the polynomial only takes about 3-5 product terms, one solution can be built 
in a 384-macrocell CoolRunner-II CPLD.  In this version, the multiplier is delivered serially to 
the design, and is never stored within the part.  If needed, the entire design (with multiplier) can 
exist in a 512-macrocell XC2C512 CoolRunner-II CPLD. One advantage to using this part is 
that the CoolRunner-II is nonvolatile.  This means that it is possible to initialize the part with an 
embedded multiplicand (no need to parallel  or serially load), and the final product can occur at 
the 163rd clock delivery of the multiplier.

Figure 6:  Multiplying 57 Times 83 (Result = C1 at the Cursor on the Far Right)
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Future 
Directions and 
Applications

As mentioned earlier, finite field arithmetic has great utility in cryptography and error correction 
coding.  Elliptic curve cryptography uses field multiplication to extract logarithms, which are 
typically very difficult to do.  It is also useful in digital signal processing.  Of particular interest 
with DSP is that finite field operations can do filtering without additional error introduction due 
to rounding and such.   

Practical Issues Finding ways to check your work in the world of field operations can be tough.  Be prepared to 
create your own checking methods.  Starting with small, extensible designs is useful, and 
getting a software solution to match a hardware one is appropriate.  However, you may end up 
needing to go through all the bits of large operands and results by hand until software solutions 
are calibrated.  

Conclusions The goal here was to present a viable, scalable Galois Field multiplier and enough detail to get 
users started working in this area using Xilinx CoolRunner-II CPLDs.  CoolRunner-II CPLDs 
are particularly intriguing in this area as they are nonvolatile, have enhanced security features, 
and resist reverse engineering.  They are also low power, and there are myriad potential 
applications for them that are portable, wireless and need advanced security.  Laptop 
computers, PDAs and cell phone handsets can easily benefit from these specific attributes.  
Who knows what other kinds of applications for this technology will exist in the future?

Additional 
Comments

Every paper and text used in the development of this material included at least a 2-4 paragraph 
detailed summary of the capabilities of Galois Fields, as an introduction to its main topic— 
building multipliers.  We have resisted the temptation to include such a summary, but rather 
make reference to some that appear to be a little clearer than others, or provide enough 
examples to make the theory sink in. 

Appendix 1: 
Various Tables

Table  1:  GF(24) operations: Log, Exp, Inverse and Square 
I 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Log(I) - 0 1 4 2 8 5 10 3 14 9 7 6 13 14 12

Exp (I) 1 2 4 8 3 6 12 11 5 10 7 14 15 13 9 -

I-1 - 1 9 14 13 11 7 6 15 2 12 5 10 4 3 8

I2 0 1 4 5 3 2 7 6 12 13 8 9 15 14 11 10

Table  2:   Logarithms GF(28)  (ref: 7 and 8)
0 1 2 3 4 5 6 7 8 9 a b c d e f

0 -- 00 19 01 32 02 1a c6 4b c7 1b 68 33 ee df 03

1 64 04 e0 0e 34 8d 81 ef 4c 71 08 c8 f8 69 1c c1

2 7d c2 1d b5 f9 b9 27 6a 4d e4 a6 72 9a c9 09 78

3 65 2f 8a 05 21 0f e1 24 12 f0 82 45 35 93 da 8e

4 96 8f db bd 36 d0 ce 94 13 5c d2 f1 40 46 83 38

5 66 dd fd 30 bf 06 8b 62 b3 25 e2 98 22 88 91 10
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To illustrate the use of Table 2 and Table 3, let’s re-do the example for Figure 6 where the  
product is 57 * 83 = C1.  From Table 2, take L(57) = 62 and L(83) = 50. Add them together 
(regular addition) to get B2.  Next, take the exponential of B2 from Table 3 to yield C1.  The 
tables are bolded at appropriate sites to aid viewing.

Appendix 2: 
VHDL 

The VHDL files to compile and simulate these designs are located at:
http://www.xilinx.com/products/xaw/coolvhdlq.htm

6 7e 6e 48 c3 a3 b6 1e 42 3a 6b 28 54 fa 85 3d ba

7 2b 79 0a 15 9b 9f 5e ca 4e d4 ac e5 f3 73 a7 57

8 af 58 a8 50 f4 ea d6 74 4f ae e9 d5 e7 e6 ad e8

9 2c d7 75 7a eb 16 0b f5 59 cb 5f b0 9c a9 51 a0

a 7f 0c f6 6f 17 c4 49 ec d8 43 1f 2d a4 76 7b b7

b cc bb 3e 5a fb 60 b1 86 3b 52 a1 6c aa 55 29 9d

c 97 b2 87 90 61 be dc fc bc 95 cf cd 37 3f 5b d1

d 53 39 84 3c 41 a2 6d 47 14 2a 9e 5d 56 f2 d3 ab

e 44 11 92 d9 23 20 2e 89 b4 7c b8 26 77 99 e3 a5

f 67 4a ed de c5 31 fe 18 0d 63 8c 80 c0 f7 70 07

Table  2:   Logarithms GF(28)  (ref: 7 and 8)

Table  3:   Exponentials GF(28)  (ref: 7 and 8)
0 1 2 3 4 5 6 7 8 9 a b c d e f

0 01 03 05 0f 11 33 55 ff 1a 2e 72 96 a1 f8 13 35

1 5f e1 38 48 d8 73 95 a4 f7 02 06 0a 1e 22 66 aa

2 e5 34 5c e4 37 59 eb 26 6a be d9 70 90 ab e6

3 53 f5 04 0c 14 3c 44 cc 4f d1 68 b8 d3 6e b2 cd

4 4c d4 67 a9 e0 3b 4d d7 62 a6 f1 08 18 28 78 88

5 83 9e b9 d0 6b bd dc 7f 81 98 b3 ce 49 db 76 9a

6 b5 c4 57 f9 10 30 50 f0 0b 1d 27 69 bb d6 61 a3

7 fe 19 2b 7d 87 92 ad ec 2f 71 93 ae e9 20 60 a0

8 fb 16 3a 4e d2 6d b7 c2 5d e7 32 56 fa 15 3f 41

9 c3                                                                                                                         5e e2 3d 47 c9 40 c0 5b ed 2c 74 9c bf da 75

a 9f ba d5 64 ac ef 2a 7e 82 9d bc df 7a 8e 89 80

b 9b b6 c1 58 e8 23 65 af ea 25 6f b1 c8 43 c5 54

c fc 1f 21 63 a5 f4 07 09 1b 2d 77 99 b0 cb 46 ca

d 45 cf 4a de 79 8b 86 91 a8 e3 3e 42 c6 51 f3 0e

e 12 36 5a ee 29 7b 8d 8c 8f 8a 85 94 a7 f2 0d 17

f 39 4b dd 7c 84 97 a2 fd 1c 24 6c b4 c7 52 f6 01
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Appendix 3: C 
Code for 
Multiplier

The C code for the Galois Field multiplier is located here:
http://www.xilinx.com/products/xaw/coolvhdlq.htm
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find it here.
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Further Reading Application Notes
http://www.xilinx.com/xapp/xapp371.pdf (Galois Field GF (2m) Multiplier)
http://www.xilinx.com/xapp/xapp372.pdf (Smart Card Reader)
http://www.xilinx.com/xapp/xapp373.pdf (Avoiding CPLD Brownout)
http://www.xilinx.com/xapp/xapp374.pdf (CryptoBlaze)
http://www.xilinx.com/xapp/xapp375.pdf (Timing Model)
http://www.xilinx.com/xapp/xapp376.pdf (Logic Engine)
http://www.xilinx.com/xapp/xapp377.pdf (Low Power Design)
http://www.xilinx.com/xapp/xapp378.pdf (Advanced Features)
http://www.xilinx.com/xapp/xapp379.pdf (High Speed Design)
http://www.xilinx.com/xapp/xapp380.pdf (Cross Point Switch)
http://www.xilinx.com/xapp/xapp381.pdf (Demo Board)
http://www.xilinx.com/xapp/xapp382.pdf (I/O Characteristics)
http://www.xilinx.com/xapp/xapp383.pdf (Single Error Correction Double Error Detection)
http://www.xilinx.com/xapp/xapp384.pdf (DDR SDRAM Interface)
http://www.xilinx.com/xapp/xapp387.pdf (PicoBlaze Microcontroller)
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